Implementation Strategy

Control of scale

• specification by ROLE classifies principals

• explicit interworking restricts interaction

• need automatic notification of relevant change

Management of ROLE membership

• via a signed certificate ("software capability")

� format determined by each service

� issued to and managed by a principal

� PERSISTENT or TRANSIENT

• credential record (maintained at issuing service)

� asserts the validity of a given certificate

� linked to the conditions for ROLE entry

� enables rapid and selective revocation